15 ITIPABUJI BE3OIIACHOI'O TIOBEJIEHUSI B UHTEPHETE
Bcerna qim nuist pe6eHka 6e30nacHo mojab3oBaThesi CeTbio?

DKCIEpThl yTBEPXKIAIOT, YTO B OTOM CMBICJIC BHPTYQIbHBIA MHP HE OTIMYACTCS
OT peajbHOTO: TaM TOE €CTh CBEPCTHHUKH, KOTOPbIE YCTPAUBAIOT TPABJIIO, MJIOXHE KOMIIAHWH,
MaHbSIKH Y MOIICHHUKUA. ManeHbKHX JeTeH HE OTIYCKAOT Ha YJHWIY OJIHUX, a Y MOAPOCTKOB
BCErJia y3HAIOT, TJIe OHU, C K€M, YeM 3aHUMAIOTCS U Kora OyayT goMa. Takoif ke ypoBeHb 3a00ThI
HykeH 1 B CeTu. Pa3zHuIia TOJbKO B TOM, YTO MPOMCXOAIICE HA YIIUIE POJAUTEIN XOpoIIo cede
MPEACTABISIIOT, a BOT JIOBYIIKH, B KOTOPHIE MOKHO IOINACTh B MHTEPHETE, MHOTHE IOKa €Ile
HEe U3y4YmiIH 110 KoHIa. M Bce ke peOeHKa Hellb3s JAepKaTh B3arepTH, HE BBIMYCKas HU 3a MOPOT,
HH B CeTb.

JlaHHBIE TpaBHiIa I10 OE30IIACHOMY IOBEICHUIO B MHTEPHETE COCTABJICHBI AIKCICPTAMH
no kubepb6e3onacHocTu kopnopauuu Mail.Ru Group u nopramom «Yueba.py». OHH TOMOTYT
POAUTENSAM, YYHUTENSIM U IIKOJIBHUKAM H30€XKaTh pPa3IMYHBIX ONACHOCTEH BHPTYaIbHOTO
IPOCTPAHCTBA, KOTOPBIE OKPYKAIOT KaXKJOT0 COBPEMEHHOT0 peOeHKa M B3pOCIIOro Bo BeemupHoi
CETH.

Ne 1 XPAHUTE TAWHBI

B nH(popMaLMOHHOM NMPOCTPAHCTBE HAM 4YACTO NMPHUXOAUTCH BBOJAUTH CBOM JAaHHbIE:
®UO, aapec, 1aTy poxIAeHHs], HOMepa T0KyMeHTOB. be3onacHo Jjim 310?

[Tepconanbuple naHHble (MM, haMUIWs, aapec, JaTa POKICHHs, HOMEpa JOKYMEHTOB)
MOYKHO BBOJMTH TOJILKO Ha TOCYIapPCTBEHHBIX CaliTaX MM Ha caliTax MOKYIKU OmieToB. U TOIbKO
B TOM ClIy4ae, €clii COCIMHEHUE YCTaHaBIMBAaeTCs 1o nmpoTokoiy https. CieBa oT aapeca caiita
JIOJKEH MOSIBUTHCS 3HAYOK B BUJIE 3€JIEHOT'O 3aMKa — 3TO 03HAYAET, YTO COCTMHEHHE 3aIUIICHO.

Bpsig mu peGenky motpedyeTcst perucTpanus Ha rocyJapCTBEHHBIX CalTax, HO JaXe €Cl OHa
HY)KHa, JIEJIaTh 3TO B JIFOOOM CITy4ae HaJ0 MOJl PyKOBOJCTBOM poAuTeneld. BaxHO MOMHHUTEH, 4TO
HU B KOEM Cllydae Helb3si nepenaBath yepe3 CeTb JaHHBbIC JTIOOBIX JTOKYMEHTOB U OAaHKOBCKUX
kapt. Jlaxxe (1 Tem Gosiee) eciu KTO-TO 00 TOM MPOCHUT, cTapaeTcsi yOeauTh B TOM, UTO BO3HUKIIA
KpUTHYECKass CUTyalus, TOPOIHUT U MOBTOPSET, YTO HY)KHO CPOYHO NPHUCIATh WH(POPMAIHUIO.

Ecnu Takas cutyanusi BO3HHMKIIA, peOCHKY HYXHO Cpa3y cBs3aTbes ¢ poautensiMu. Ecim emy
TOBOPSIT, YTO HUKOMY HHYETO COOOIIATh HEJb3sl, M Myral0T HEMPUATHBIMU MMOCICICTBUIMH, TEM
Oornee creayeT CpoYHO 000 BCEM paccKazaTh CeMbe. 3allyTHBaHHE | MOMBITKH BO YTO OBl
TO HH CTaJIO MOJyYUTh CBEJICHUS TOBOPST O TOM, YTO TIepe]] BAMH MOIICHHUKH.

Ne 2 BYABTE AHOHUMHBI

Co3naBasi cBoii NMpodmiib B COUAIBHBIX CeTHAX, HY)KHO MaKCHUMAJIbHO H30erarb
NMPUBS3KHA K «(PU3HYECKOMY» MHUPY.

Henp3s ykaseiBaTh CBOM ajpec, AaTy pPOXKACHUSA, LIKONY, Kiacc. Jlydme ucnoiab30BaTh
OUECBHUIHBIM ICEBJIOHMM: II0 HEMY JOJDKHO OBITh SICHO, YTO 3TO HE Hacrosiee HUMs (BeIb
UCIIOJIb30BaTh JIOXKHBIE JaHHbIE: «AJleKcel» BMECTO «AJIeKCaHIp» — IO IIpaBWJIaM COLICETEN
3alpenieHo).

He nago craButh cBoto ororpaduio Ha aBarap, eciid BaM HE UCIIOJHHIOCH XOTs Obl 15-
16 net. Bee getu v MOIPOCTKHU MIIaIIe 3TOr0 BO3pacTa, IMyOoauKys cBoto GpoTorpaduio, pucKyroT
CTaTh KEPTBOH 3JI0YMBIIUICHHHKA.



Ne 3 HE PABTOBAPUBAMTE C HE3HAKOMIIAMHU

EcTth HeCcKOJbKO TJIABHBIX ONACHOCTEHl, ¢ KOTOPHIMH MOKHO CTOJKHYTbCH
B HHTepHeTe. [lo 0obImIOMY CcYeTy OHM Majl0 OTJIMYAKTCHA OT TeX, YTO YIPOKAKT HaM
B peaibHOM KM3HU. 3710yMBIILIEHHUKH 3/1eCh MPOCTO UCMOJIL3YIOT APyrHe cpeacTBa.

Byanunr. Pebenka 003bIBalOT WM TPABIT B MHTEPHETE — dallle Bcero 0e3 Kakou-mmbo
NPUYHMHBI, «IIOTOMY 4YTO TaK Becelo». K ikepTBe MOTyT NpHUIENUThCS u3-3a (ororpaduu
B TIpOQHIIE HITH U3-32 TIOCTA B COIICETSIX.

Menoduanl. [Ipocat npucnare nuunbie Gpororpaduu, a Ipu OTKa3e yrpoxkKaroT pacipaBoi
HaJl WICHAMHU CEMbU WIN IIAHTAKUPYIOT IPYTHMHU CIIOCOOAMHU.

Momennuku. I[IbITatoTcs 3aBnafeTh JaHHBIMU II0JIb30BaTeNsl WIM BTAHYTh peOEHKa
B OIACHYIO ()MHAHCOBYIO aBAHTIOPY.

['maBHOE cpencTBO 3alIMTHI OT BCEX O3THUX YIrpo3 — KOH(HUIEHIMAIBHOCTh. Henb3s
BBIKJIaZBIBaTh cBoM (ororpaduu B Cerhb. CieayeT orpaHMYUTh AOCTYN K HH(GOpPMAIMH O BCEX
CTOPOHAaX CBOEHW KW3HHM, Oynb TO OHMaH win oduaitH. Coo0mare WX MOXHO TOJIBKO
MIPOBEPEHHBIM JIFOJISIM: POIHBIM, OJU3KUM U JIIOJSIM, KOTOPBIE 3HAKOMBI BaM JIMYHO, a HE Yepe3
WHTEPHET.

Tex, KTO TBITaeTCI Bac Kak-TO 3a/eTh W 0OMIETh (TaK HA3bIBAEMBIX TPOJUIEH), HYNKHO
MIPOCTO UTHOPUPOBATD.

Ne 4 PACIO3HAMTE 3JIOYMBIIIVIEHHUKA

Hauyro Hago o0paTuTh BHMMaHHE TIpexae, 4YeM BCTYNHThL B auaiaor? Yrto
CHTHAJIM3MpYeT 00 onacHocTH?

* Bbl HE 3HAKOMBI C ’TUM YEJIOBEKOM B PEATILHOMW KU3HU.
« Bamr cobecenHrK sIBHO B3pociiee Bac.
« Y Hero HeT WK 0YEHb MAJIO APY3€H B COILICETH.

« CobeceTHUK 0 4YeM-TO TTPOCUT: choTorpadupoBaThCs, MpUCIaTh KaKUE-TO JaHHBIC
nT. O

Ne S XPAHUTE ®OTO B HEJOCTYIIHOM MECTE

IIpaBuwia nydaumkanum coOCTBeHHBbIX ¢QoTorpaduii oveHb TMNPOCTbIE — €CJIH
Bbl HE XOTUTE, YTOObI OHU CTAJU JOCTOSTHMEM OOIIECTBEHHOCTH, HeJb3sl BBIKJIAJAbIBATH
UX B MHTEPHET M OTHPABJATH KOMY-TO € ero momombl. BooOmie. laxke MecceHaxepbl
«YMeEIT» KOMUPOBATH MEPEMUCKY B «00JIaK0», TAK YTO BbI MOKeTe MOTEPSITH KOHTPOJIb HAJl
CBOMMM CHUMKAMHM.

Ecnu uTo-TO Kyma-To OBbUIO OTHPABICHO HIIHM TAE-TO OIyOJUMKOBaHO, 3TO ynuio B CeTb.
BaxxHO MOMHMTB, YTO HM B KOEM Cllydyae HEJb3sl BBIKIAAbIBATH (OTOrpaduu JOKYMEHTOB —
CBOUX WJIM Uy>KUX. A ()OTO APYTHUX JIOJICH CTOUT BBIKJIAIBIBATH TOJIBKO B CIIy4ae, €CJIM OHH Ha 3TO
COTJIACHBI.



Ne 6 BYIBTE B/IMTEJIbHbI
IInoxast HOBOCTH — yJAJIUTH HUYEr0 He MOJTYYUTCH.

Bce, uro nmonano B CeTh mnm aake B cMapTdoH, ocTaHeTCs TaM HaBcerga. Kak mpasuio,
creperb agaHHble 13 CeT HEBO3MOXXHO. EnuHCTBeHHBIH cmoco® u30exarh  YTEUKH
nH(pOpMaIuu — HE JETUTHCS €I0.

Ne 7 HE COOBIIAMITE CBOE MECTOITIOJIO)KEHUE

JlaHHbIe TeoJIOKalluM MO3BOJISIIOT BCEMY MHUPY Y3HaTh, Ile BbI )KHBeTe M yYUTECh,
NpoBOAMTEe CBOOOJHOe BpeMs, B KAKHX aKIHMAX y4acTByeTe, Kakue LIOY M CHEKTAKJIU
J00uTe, Kak otabixaere. OTCIeAUTh MECTONOJIOKEHUE YeJ0BeKa Telmepb He COCTABJIAET

TpyAa.

Jlnist pebeHKa 3TO MOXKET MPEAICTABIATh OOJIBIIYIO OMACHOCTh. HO MOTHOCTHIO OTKIIOUUTH
TeOoJIOKAIMI0 Ha JETCKOM Tese(hoHE Helb3sl. PonuTensM Mosie3HO UCHOb30BaTh CIELUAIbHbIE
IPOTpPaMMbl, YTOOBI 3HATH, e HAXOAUTCS peOCHOK.

Uto0sl cienath reoJOKAIMI0 MaKCHMAlbHO O€30MacHOM, HY)KHO CIEAHWTH 33 TEM, YTOOBI
MECTOTIOJIOKECHUE HE 0TOOpakaJioch Ha «MCKa0eIbHBIX» 00BeKTaxX — 0COOEHHO
Ha oTorpadusx. Ha tenedonax, B HaCTpoWKax KaMmepbl, Kak MpPaBUIO, MOXKHO 3alpeTHTb
TCOMETKH.

Ne 8 BHUMAHUE — HA UT'PbI

IIpaBuia 0e30MacHOCTH €CTh He TOJBKO B COLICETSIX U MecceH/:Kepax. Bce ocHOBHBIE
yYrpo3bl MOTYT HCXOAMTH U OT OHJIANH-UTP.

Tam pebGeHok maxke Oojee yA3BUM, MOCKOJBKY UM MPOIIE MaHUITYJIUPOBATH: HTPOBHIE
O00BEKTHI, YWICHCTBO B KOMAaH/IaX, BHYTPUUTPOBBIC COIMATBHBIC CBSI3U — BCE 3TO MOXKET CTaTh
MEXaHU3MOM MAaHUITYJISILIUM JJI MOIIIEHHUKOB, NMeA0(UIOB WK Ja)ke BEpOOBIIMKOB Pa3IMUHbIX
AKCTPEMUCTCKHX TPYMIUPOBOK. BOT mouemy B Urpe HY>KHO BecTH ce0si 0COOCHHO BHUMATEIBHO.

Ne 9 VYUUTECH 3AMEYATH NOJJIEJBHBIE CAVTHI

@UIIMHT — J3TO CMOCO0 BHIMAHUBATHL Y Y€JI0BEKAa €ro JAaHHbIe: JIOTMH, HAa3BaHHeE
YYETHOM 3aIIMCH U NIAPOJIb.

[IporicxoauT 3TO Tak: MOJB30BATENIO MPUCHUIAIOT CCHUIKY HA CalT, OYEHb MOXOXKYIO
Ha HAaCTOSAIIMIA aJpec IMOYTOBOTO CEpBHCAa WM couuanbHOM cetH. Kak mpaBuio, Quieps
CIeNUaIbHO TOKYTAIOT TaKKue AoMeHbl. Hanmpumep, 1yt mail.ru 310 MokeT ObITh «meil.rux», a s
vk.com — «vk-com.com».

3/I0yMBILUIEHHUK KET, KOT/1a YeJIOBEK BBEACT JIOTUH WM MapoJib Ha MOIEIbHOM cailTe.
Tak oH y3HaeT IaHHBIE, a TOTOM HUCIIOIB3YET UX JIJIS BXOa B HACTOSIIIIMA TPO(HIIb CBOCH KEPTBBI.

Ne 10 TPEHUPYUTE MAMATH

Mo:HO JIM 10JIB30BATBLCSI CEPBHCAMH, KOTOPbIe COXpaHAKT napoju? Eciau B npoguie
COJIePIKUTCS IeliCTBUTEIBLHO BaskHAsA HH(opManus, To, yBbl, HeT. [louemy?



D10 ynoOHO, HO OHJIAWH-CEPBUCHI JUIsI XpaHEHHWS Tapojied HEHAICKHBI.
HX gacTo B31aMBIBaIOT U KOIIUPYIOT OTTYZA MapOJIH IOJIb30BATEIICH.

« Yarrie Bcero ®epTBHI Y3HAIOT 00 STOM JIHIIb CITYCTSI KAKOE-TO BPEMsI, €CJIM BOOOIIIE
Y3HAIOT.

« Hepenko Takme callThl M CEPBHCHI CO3JAIOTCS MOIICHHHKAMH CIICHHAIBHO JUIS
TOT0, 4TOOBI COOMPATH MAPOJIH.

[Taponu AOMKHBI OBITH YHUKANBHBIMU. LIUQPHI U CTIeICHMBOIIBI 3HAUUTENBHO YCIOKHSIOT
npoiiecc moadopa. B corcern, MecceHpKEpHI U MOUTy Oe30MacHee BXOAUTh Yepe3 MPHUIIOKCHHUS,
a BOT B Opay3epax BBOjIa mapoJiel cienyet nzberars. Bee mpuiokeHus JOMKHBI yCTaHABIMBATHCS
POAUTENISIMH WIIU MO UX KOHTPOJIEM.

Ne 11 AKKYPATHEE C [IOKYIIKAMHU

I'1aBHOe MPaBWJI0O MHTEPHET-MOKYMOK TaKoe: J0CTYNl pef0eHKa K JeHbraMm I0JKeH
OBbITH OTPAHUYEHHBIM H HAXOAUTHCS M0/ KOHTPOJIEM POAUTEJIeH.

OcHoOBHBIE (DMHAHCOBBIE TMOTEPH OOBIYHO MPOUCXOIAT uepe3 TenedoH. Heobxommumo
HO/IKJIFOYHUTH YCIYTH OJIOKMPOBKH IIATHOT'O KOHTEHTA, HE KJIACTh MHOTO JCHET Ha CYET JAETCKOro
Tene(bOHa " KOHTPOJIMPOBATL PACXObI. Bce ocranpHble MmIaTexu JOJIZKHBI COI'JIACOBBIBATHCA
C POIUTEISIMH U TPOUCXOUTH TOJBKO MOJ] UX TIPHCMOTPOM.

Bce cepBHCHI, KOTOpBIE MPUHUMAIOT JIEHBTH, JOJKHBI UMETH 3€JICHBIN 3HAYOK «https» psmom
¢ Ha3BaHMeM. Ecnu Takoro 3Hayka HET, JIydlle He MOJb30BaThCs CTpaHuliel. BripoueM, naxe ero
HaJIM4M€ CTOMPOILEHTHOW rapaHTHH HE JaeT.

Yacrto Bmabmukax «BKonTakTe» mpemiaraioT 4TO-TO KYIUTh C UCHOJIb30BaHHEM
iatexHoi cucteMbl Qiwi. TyT Toxke HYXHO IPOSBIATH OAUTEIHLHOCTh U BHUMATEIIBHO U3Yy4aTh
OT3BIBBI O IIpoAaBIie. B colceTsax ecTh HEMaIO MOILIEHHUKOB, KOTOPBIE TIOCIIE MOJIYyYEHUS JEHET
MCYE3aL0T.

Ne 12 TIPOBEPSAAVTE UH®OPMAIIUIO

IIpoBepka uHpoOpMaAUUM — JOBOJBHO CJIO0KHBIM NPOLECC, W Ja’Ke B3POCible JIOAU
JAAJIEKO He BCerja CIpaBJsAlTcs ¢ 3TUM. ECTh HeCK0/JIbKO (pOpMAIBLHBIX NPU3HAKOB TOIO,
YTO BBI ONAJHM HA «KeJIThIH» CAWT, KOTOPOMY He CTOMT BEpPHTb 0e30roBOPOYHO. JTO
KpHYaliue 3aroJIOBKH, OOM/IMe peKJaMbl HJIM €CJIH YUTaTelsi, KOTOPbIA KJIHKHYJI
HAa HOBOCTB, NEPEKUABIBAIOT KYAa-TO JajblIIe.

UroObl mpoBepUTh HMHPOPMALMIO, KOTOPYIO BBI IOJYYWJIM B MHTEPHETE, CIEIyHTe
CIIEIYIOIINM PEKOMECHIALIASAM:

* IIOMIIUTE €IE IBA-TPU UCTOYHHUKA, KEJIATENBHO U HA JPYTHUX SA3BIKAX TOXKCE;
* HaliTuTe EPBOMCTOYHUK U 3a/1aiiTe cebe Bompoc: «MOKHO JH eMy JOBEPSITh?»;

* IpOBephTE, €cTh I B CeTH Apyrue MHEHUS U (aKkThl, KOTOPbIE OMPOBEPralOT MU
MOATBEPKIAIOT CKa3aHHOE.

Ecnu HyXHO y3HaTh KakoW-TO ()akT WJIM BBISICHUTH, YTO 3HAYUT HEMOHSATHBIA TEPMUH,
MOXHO 00paTuThcs K «Bukunenum». TaM peako MOYKHO BCTPETHTh COBCEM YX OTKPOBEHHYIO
Yeryxy, HO CJIENO JOBEpATh OTKPHITOW IM(PPOBOH SHIMKIONEAUM HE CTOUT: Jaxe B HEl
[IOITAaFOTCS OLINOKH.



Ne 13 IIO3BABOTBTECH OB «OBJIAKE»

Hackoabko Haje:KHBbI XpaHWwIuma, spoae «Oogako» Mail.Ru, n Mo:kHO 11 Tam Oe3
ONACKM XPAHUTH IOKYMEHTbI?

CrnenuanucTel TOBOPST, 4YTO OONAYHOE XpaHWJIHINE MOXXHO 00€30MacuTh, eclu
peBapUTeNbHO 3an(poBaTh JOKYMEHTHI ¢ moMoibio PGP niu ucnons3oBatek nporpammy asist
CO3/JJaHUs apXHBA, IOMECTUB B HET'O OTCKAHUPOBAHHBIE TOKYMEHTBHI.

[Ipy co3manmm apxwBa HY)KHO yKa3aTh OIIHMIO «HENPEPBIBHBIA apxuB» (solid archive)
1 MOCTABUTH HA OTOT apXUB XOpOLHI/Iﬁ mapoJib.

Hanpumep,
Takoii: «kn23iuhuiol2njkpuiy89y7&R&TFTGIY*(UYT&*TAG!*OUH*&GYUIHIK)».
Wau X0Tsi ObI TAKO¥:isks }«Bo#noneGep%aCTo;mal23».

He PECKOMCHAYCTCA UCIIOJB30BATh OJJUH U TOT K€ MAPOJIb AJId PA3HBIX apXUBOB.

Ne 14 COBJIIOJANUTE CETEBOM D TUKET

YesioBeuecTBO TOJIbKO yunTcs: o0marbesi B CeTn, HO MpaBujIa XOpoLIero TOHAa 3/1ech
HU4YEeM He OTJIMYAITCA OT TeX, KOTOpble HY:KHO Co0JII01aTh B peajbHOM MHUpe.
He ockopOasiiite apyrux, He OyAbTe HABSA3YMBBLIM, He MO03BOJISIiiTe CBOUM HEraTHBHBIM
IMOLUSAM BBIXOAUTH U3-M0J KOHTPOJIsl, NMIINTE IPAMOTHO.

Kak u Bxwu3Hu, B CeT HaM TPUXOTUTCS ObIBaTh B PAa3HBIX COOOIIECTBAX, W IMpaBHIIA
OOIIeHNST MOTYT pa3iMyaThCs. BeXIMBEBIN YeIOBEK, MOMaB B HE3HAKOMOE OOIIECTBO, MPEXKIIE
BCErO IMOMBITACTCS y3HATh €ro 0COOCHHOCTH. ['Ie-TO MPHUHATO OOIIATHCS Ha «BbI», a TIE-TO —
Ha «TbI», I'’IC-TO CMaMInKN YMCECTHBI, a IIC-TO — HCT. Ectb KOMITaHUH, TAC HPUBCTCTBYCTCA
UCIIOJIb30BAHUE CETEBOI'O CJICHTA, a €CTh TaKKE, IJIC €ro MPOCTO HE MOWMYT MJIM MOCYUTAIOT Bac
0e3rpaMOTHBIM.

Bnpouewm, cymiecTByIOT npaBuiia, akTyalbHbIE I TIOOBIX COOOIIECTB.

Ne 15 TJIABHBI CEKPET BE3OIIACHOCTH B CETH

He Hy:KHO 1e1aTh B HHTEPHETE HUYero, 4To0bl Bbl He CTaJIM Obl 1eJ1aTh B (PM3UYeCKOM
Mupe. PazHuna Meskay BUPTYaJbHOH M peajlbHOH 1eiCTBUTEIbHOCTHI0 MUHUMAJILHA.

Yro kacaeTcs POAUTCILCKOI'O IMMOBCACHUA, 10 B CeTH OHO TOXKE HE JOJIKHO OTJIIMYAaThCA
OT moBeeHusl «B odutaitHe». OT peOeHKa HeNb3s JOOWUTHCS TMOBHHOBEHHUS ITyTEM 3alpeToB
" JKCCTKOI'O KOHTPOJIA. O,Z[HaKO " OIIYICHUA BCCAO3BOJICHHOCTU B MHTCPHCTC TOXKC 6I>ITB
HEe JOJKHO. Bwmecte yumtech BecTH Oe30macHBIi 00pa3 KU3HHM, KaK pealbHOM, Tak
U BUPTYaJIbHOM.

Nudopmarnus mis cTaThy B3siTa ¢ caidta https://www.ucheba.ru/project/websafety.




